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Process For Auditing
Drupal 7 Module
Activity

‘l Remove any unused modules. Unused modules should be disabled and removed

from your codebase to limit your risk and reduce the amount of modules you have
to audit.

2 Go to your site’s update status page. You can navigation to this page by either
following the breadcrumbs Admin > Reports > Available updates or adding

/admin/reports/updates to your URL.

3 See if any modules are already reported as “Unsupported.” If you have any of
these, you already have modules that will not receive security responses from the
maintainer or the Drupal.org security team. This code should be considered the
highest risk level if the module doesn’t have a newer, supported Drupal 7 release
that you can upgrade to.

CloudFlare 7.x-1.0-beta4 Not supported! &

Project not supported: This project is no longer supported, and is no longer available for
download. Disabling everything included by this project is strongly recommended!
Includes: Cloudflare

Go to the Drupal.org project page for all active modules.This will require visiting
each module’s project page on Drupal.org.

https://www.drupal.org/project/[module_name]
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5 Check if the Drupal 7 branch/release is still supported. Scroll down to the
Releases section. If there is a supported Drupal 7 release, you will see something
like this:

7.x-1.9 @ released 12 January 2022

Works with Drupal: 7.x

¥ Recommended by the project’'s maintainer.

Backwards compatibility is broken for a feature we believe was not actively used.

Development version: 7.x-1.x-dev updated 12 Jan 2022 at 14:40 UTC

Testing result: [PHP 5.5 & MySQL 5.5, D7 32 pass ] all results

If the module is already unsupported, you will see something like this under
Project information:

Project information

ﬁ Unsupported
Not supported (i.e. abandoned), and no longer being developed. Learn more about dealing with
unsupported (abandoned) projects

ﬁ Obsolete
Use of this project is deprecated.
Module categories: Administration, Content Display, Site Navigation, Theme Enhancements,
Utility, Views
A7 4,523 sites report using this module

6 Check when the last commit for Drupal 7 was. The longer since there was a
commit on the Drupal 7 branch, the less likely the module is going to continue to
be actively supported on Drupal.

7 Check when the last commit for other branches was. Activity or commits on
other branches is a signal that there is still active development on this module by
the maintainer.

If commits have been made to other branches, but not D7 branch, within the
past 12 months: There is a medium risk of the module being abandoned or
unsupported.

If no commits have been made in 12 months to any branches, including D7: there
is a high risk of the module being abandoned or unsupported.
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